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System Management - Kinek lesz a baratja...22?

Ahol az IT Gizemeltetési feladatok [®.
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* egyaltaldn nem vagy kevésbé tamogatottak
* vegyes eszkdzokkel megvaldsitottak

* jol kezelhetd, egységes, folyamatorientalt
megoldas szukseges

+ specialis teriletek és igények...
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System Management - Uzemeltetési eszkdzkészlet

.

AW-in-one

* Software and Hardware Asset Management
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* License Management v
* Microsoft Patch and Update Management
* 3rd Party Vulnerability Management

* 3rd Party Remote Installation

* OS Deployment

* Network Access Control (NAQ)
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Rendszerkomponensek

.“ Kaspersky Security Center

File Action View Help

IR ENEIE EE

W4, Kaspersky Security Center
= (-8l Administration Server SRY01KSC10
= Managed computers
Servers
Workstations _
: o STV s Client computers
’o Tasks for specific computer: & Add computers
(4 User accounts
= | 2| Reports and notifications @ Configure parameters of computer status
= discovery
Events =X
% Computer selections v Add/Remove columns
[ Anti-virus database usage report () Refresh
[5 Applications registry report
[ Errors report =~ N
[5 Incompatible applications report 0 Status: i &l compute

|5 Kaspersky Lab software version repor! [FFeprs [om [ Domain I Agen... I Visible Im
41 Key usage report | 18ws001KES10 Microsoft Wind... TEST  +/+ 1 minute ago 4ho

% :‘;: Infectad c“:t"::':h:’;: (8 ws002KES10 Microsoft Wind... TEST  +/+ 1 minute ago 4ho

|5 MyReport-Configuration changes
[5 MyReport - License monitoring Notepal
[ Protection deployment report
[5 Protection status report . ,
|5 Report on blocked runs Kimutatasok, '
[ Report on Device Control events események, T

% ﬁm:“u:::';’;:f“" = dimanikus csoportok I

|
|5 Software updates report l I
|5 Users of infected computers report ‘
[ Wviruses report I
[ Vulnerabilities report
[ web Control report

|@ | Applications and vulnerabilities

CH Remote installation

|@| Encryption and data protection

Mobile devices Funkcidk

Unassigned computers | Network Agent ok

ﬁ Repositories Endpoint Security
< | | K | 3|
Groups: 0, computers: 2 28/4
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Administration Server
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System Management — Rendszerkdvetelmények
azonos a Kaspersky Administration Server kovetelményeivel

* +100 GB a funkcidk részére (pacth-ek, image-k, stb...)
« kulon licence sziikséges

Configure interface . ..?J}J

I-l: Display system management:
Display encyption and data protection
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[~ Display Advanced Anti-Malware
v Display mobile devices management
I Display slave Administration Servers

[ Display security settings sections

oK Cancei

http://support.kaspersky.com/ksc10#requirements

285
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Hardverelemek naprakész lekérdezése

Ej Kaspersky Security Center
File Action View Help

5| 1EIXEc|HE
V, Kaspersky Security Center

= [i Administration Server SRY01KSC10 Kaspersky Security Center

= m Managed computers
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1 Servers
‘: : W°"""ta“°'s‘5 & Report on hardware registry Monday, October 27, 2014 11:46
’x}) miristration Server tasl The report contains information about motherboards, CPUs, RAM, and hard drives for all groups
3‘4 Tasks For specific computers
7l Device:
4 # |1 Intel(R) Cora(TM)2 Ouad CPU. 02400 @
2.66GHz:4
3 3 | IXENSRC PVDISK SCSI Disk Device: 1

|5 Anti-virus database usage report
Applications registry report

|5 Errors report

|5 Incompatible applications report
|5 Kaspersky Lab software version t
[ 5 Key usage report

(1) XENSRC PVDISK SC$I Disk Device: 1
| Altalinos nem PrPképemyd: 1

| | Generic Non-PnP Monitor: 1

| |HVMdomU:2

|| Citriet PAF Network &dapter: 2

| | OEMU QEMU DVD-ROM ATA Device: 1

Number of devices

2 2 2
1 1 1 1 1 1 1
1 1 5 =
|5 Most infected computers report ILI m ‘ ' ‘ | ’ | u u ® e DE e
|5 MyReport-Configuration changes ot ‘ o ([ Physical Memory: 2

[,j Protection deployment report
[ % Protection status report
|5 Report on blocked runs

P

m Standard “/GA Graphics Adapter: 1

L. o . | Device type Device name Manufacturer Numl
[} Software Updates reporkt CPU ]ﬂtEKR) COI’E{TM)Z Quad CPU Q8400 @ 2.66GHz Intel 4 o
[ Users of infected computers repc | Memory device XENSRC PVDISK SCSI Disk Device (Standard disk drives) 1
[5 Wiruses report Memory device XENSRC PVDISK SCSI Disk Device (Szabvényos lemezmeghajta) 1
[5 Vulnerabilities report Monitor Altalanos nem PnP képernyd (Szabvényos monitortipusok) 1
|5 web Control report Menitor Generic Non-PnP Monitor (Standard monitor types) 1
[@| Applications and vulnerabilities Motherboard HVM doml Xen 2
& CJ Remote installation Network adapter Citrix PV Network Adapter Citrix Systems Inc. 2
= @ Mobile devices Optical drive QEMU QEMU DVD-ROM ATA Device (Normal CD-ROM-meghajtok) 1
(- Unasggned computers Optical drive QEMU QEMU DVD-ROM ATA Device (Standard CD-ROM drives) 1
& E Repositories RAM Physical Memory 2
Video adapter Standard VGA Graphics Adapter (Standard display types) 1
Video adapter Szabvanyos VGA grafikus adapter (Szabvanyos képernydtipusok) 1

All devices: 18 d|
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Hardver-konfiguracios valtozasok nyomon kovetése [
wn
ky Security Center -
o
o
z Kj?spersky Security Center v N
= N Administration Server SRY01KSC10 =
=" i Kaspersky Security Center K AS PE Rs K S
= Servers . U1
. S Workstations Report on conﬁguratlon changes Monday, October 27, 2014 10:42:57 AM 9 u
4 Administration Server tasks The report contains information about changes in computer configuration and devices connected to computer for specific computers
3 L:sfo' :,m computers Period: from Monday, October 27, 2014 to Monday, October 27, 2014
&CC s

= |7 Reports and notifications

# [ Events

0 § coie s
2 Anti-virus database usage re

o Apphcations registry report | | Virtual Server Group Client computer Event Detection time

Errors report Workstations WSO001KES10 Device Physical Memory removed. Monday, October 27, 2014 10:12:50 AM
Incompatible applications ref Workstations  WSD01KES10 Device Physical Memory added. % Monday, October 27, 2014 10:12:50 AM

Kaspersky Lab software ver:
Key usage report

Most infected computers ref

T T

Report-Configuration cha
Protection deployment repor
Protection status report
Report on blocked runs
Report on Device Control ey
Report on hardware registry
Report on users of the comp
Software updates report
Users of infected computers
Viruses report

Vulner abilities report

Web Control report

v‘ \ =11
R EETE T R e r'l\r'l\r”“rll‘.r"‘ T4 T4 T
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System Management — Application Distribution

Tavtelepitési lehet6ségek

* Network Agent
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*  Microsoft eszk6zok

Telepithet6 dllomanyok
» Kaspersky Lab alkalmazasok

« Egyéni telepitd allomanyok (exe, msi, msp, bat, cmd)
» Parancssori kapcsoldk hasznalata

* El6re definialt harmadik feles csendes telepitékészletek

* Operacids rendszer lemezképek

28/10
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Részletes alkalmazasinformaciok =
~
[:jl(aspersky Security Center !EE wn
File Action View Help I
Lo S el [ENE O
K Kaspersky Security Center . = = S 5 -O
= (F) Administration Server SRYO1KSC10 Getting started » Applications and vulnerabilities » Applications registry
= B Managed computers N
L) Servers H 1 H EN Properties: Mozilla Firefox 17.0.1 (%86 hu
%}w:.rkstaums Applications registry p (86 hu) @
o~ Applications registry contains detailed information about the applications General -
& Administration Server tasks installed on managed computers. EdlErE
| & Tasks for specific computers General Ul
(? Show applications registry properties window Enecutable files E
{ View report on applications installed in the network -
= Computers
5 () Add/Remove columns
| go Applications registry () Refresh Tags Version:
[) Licensed applications group mana Available updates Manufactur
|= Executable files )
| [ Application vulnerabilities Yulnerabilities Camments:
| [ Software updates ; = = T .
5 Remote installation g:;r:»er of [ r g;:r:p applications by r E:'Slay installed application
@ Mobile devices = i = ‘| v
= Unassigned computers N:;me i Version
Repositories | Windows Driver Package - Citrix Systems Inc, (xenbus) System (05/09/201... 05/09f:
ﬁ Total Commander (Remove or Repair) &.01
| ThinkPad Ultralavy Driver 16.2.1¢
[ SoundMAx 6.10.1, Adtohatied
ﬁ Sophos SSL YPN Client 2.1 21
(= Skype™ 6.21 6.21.1(
= Skype Click to Call 7.3.168
E‘Remote Deskkop Connection Manager 2.2.04:
ﬁ MSxML 4.0 SP3 Parser (KB973685) 4.30.2;
E MSXML 4.0 SP3 Parser (KB2758694) 4,30.2:
= Mozilla Maintenance Service 32.0.3
E Mozilla Maintenance Service 17.0.1 '
= Mozilla Firefox 32.0.3 (x86 hu 32.0.3 LE |
| Mozilla Firefox 17.0.1 {x86 hu) 17.0.14
CTOSOTE DWL DErver Voo Wrter 10,52, Help
E Microsoft SQL Server Browser 10.52.«
= Microsoft SQL Server 2008 Setup Support Files 10.1.2;
ﬁ Microsoft SQL Server 2008 R2 Setup (English) 10.52.¢
‘ I l ﬂ l‘:_-iv BlicvmeaFE SO oy ‘D?ﬂ@ N2 Wakim Cliamk in :“ﬁ
{Applications in database: 53 | 28 / 12




newcobl
I C SECURITY "'

SERVICES

Telepitett alkalmazasok listaja és visszakdvetése

]:3 Kaspersky Security Center
File Action View Help

_I5]x]

| nml 4 UlXI&llI

K, Kaspersky Secunty Center
ISNE- RY01KSCI0
m’ Managed computers

Servers
Workstations

[h Applications registry report
Etrors report

Kaspersky Lab software version

l] Propertles WSO01KES10

Administration Server tasks General
'l 2
=, Tasks for specific computers Protackbn
User accounts
=l L) Reports and notifications Applications
., Events A Tasks
= Computer selections

[% Anti-virus database usage repor Events
Tags

|5 Incompatible applications report. System Info

Genetal

|51 Key usage report
|5 Most infected computers report

Applications registry

M Events [ 2] |

Tlme 3

GThursday, October 23, 2014 1:15:47 AM
@ Thursday, October 23, 2014 1:13:50 AM
oThursdav, October 23, 2014 1:13:50 AM
®Wednesday, October 22, 2014 6:28:51 AM
oWednesday, October 22, 2014 5:51:30 AM
oWednesday, October 22, 2014 3:58:07 AM

Rl

_Descri

tion

Mlcrosoft Sllverllght has been installed
‘Microsoft Silverlight' has been removed
‘Microsoft Silverlight' has been installed
‘Microsoft Windows QFE' has been installec
‘Microsoft Windows QFE' has been remove
‘Microsoft Silverlight' has been installed

’\Iumber of events: 7

Applications registry

| Display incompatible security applications only
v Show updates

Marne

ﬁ Citrix Xen Windows x86 PY Drivers
| Citrix ¥enServer Tools Installer
E Citrix XenServer Windows Guest Agent
[ Kaspersky Endpoint Security 10 For Windows
Kaspersky Endpoint Security 10 for Windows (Patch a)
| Kaspersky Security Center Metwork Agent
[ Microsaft Silverlight

Microsoft Silverliahl: 5.1.30214.0
| Microsoft Windows QFE

Security Update (KB2305420)
Security Update (KB2393802)
Security Update (KB2446710)
Security Update (KB2479943)
Security Update (KB2491683)
Security Update (KB2503665)
Security Update (KB2506212)

Security Update (KB2509553)
Serurity | Indate (KR2G1N521Y

Export to file... Histary

Properties

oK Cancel

Apply

 Create a task
@ Perform task
@ View virus activity
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Szoftverkornyezet valtozasainak kovetése =
E Kaspersky Security Center w0
File Action View Help -5
e Al sl 7 Bo o
K, Kaspersky Security Center 'O
= [S Administration Server SRY01KSC10 Kaspersky Security Center
= m Managed computers N
# E{ Servers == o
R I;d Wmftksttatm;s = Report on appllcatlons reglstry hlstory Monday, October 27, 2014 2:37:28 PM B e
E’&f Lt BT e Applications installation/removal report for a group “Workstations®
Tasks for speclﬂc computers Period: from Saturday, September 27, 2014 to Monday, October 27, 2014 V1
1 1 1 1 1 1 1
A 1 1
ID Computer selections 1 Applications:
DJ Anti- ‘V"’L.’S datab.ase usage report | | Microsoft Silverlight installed: 1
Applications registry report -E | | Microsoft Silverlight remowved: 1
@ Errors re:_'ort — 8 [. Microsoft Silverlight remowed: 1
[41 Incompatible applications report - Microseft Silverlight installed: 1
|51 Kaspersky Lab software version t | | Microsoft Silverlight installed: 1
D] Key usage report 0 v o | | Microsoft Windows OFE installed: 1
P' psbinfected comn [ | M “inds OFE d: 1
1 MyReport Appllcatlens changes
[ L gema e |
|51 Protection deployment report
D Protection status report Summary:
|5 Report an blacked runs Event Application Version number Manufacturer Total events Number of computers Number of g
51 Report on Device Cc-ntrel events | aoplication has been installed Microsoft Siverlight 5.1,10411.0 Microsoft Corporation 1 1 1
|51 Report on hardware registry application has been installed Microsoft Siverlight  5.1.20513.0 Microsoft Corporation 1 1 1
Report on users of the computer: Application has been installed Microsoft Silverlight 5.1,30214.0 Microsoft Corporation 1 1 1
141 Software updates report Application has been installed  Microsoft Windowis QFE /A N/A 1 1 1
(4 Users of infected computers repc | o otication has been removed Microsoft Siverlight 5.1.10411.0 Microsoft Corporation 1 1 1
Viruses repert Application has been removed Microsoft Silverlight 5.1,20513.0 Microsoft Corporation 1 1 1
[ Vulnerabilities repart Application has been removed Microsoft Windows QFE N/A /A 1 1 1
! |5 Web Control report -
D Applications and vulnerabilities Events (total): 7 Installations: 4 Removals: 3
L0 Remote installation
= @ Mobile devices Details 7 of 7
[# @@ Unassigned computers
& (£ Repostores Event  Application Y™ Manufacturer Detected  Virtual Cient L on TP address Visible i
5 " number el b= Server TOUP computer scription IF address | Vis Administ
Server
| | Elj= | »

28/14
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G Administration Server tasks Executa b'e f General

| i Tasks For specific computers The list presents detailed i Advanced
User accounts managed computers.

Reports and notifications

=T | firefox.exe

1T &vices PP f
—+

2

I 4 1 4 V 4 [ ] Y 4 1 4 O
Futtathatoé allomanyok nyilvantartasa ~
; wn
[ Kaspersky Security Center & %] -

File Action View Help O

9| 2mloBE | S

B Managed computers

o

—

U1

Computers

& Epplications and vulnerabilities 0 View report on bk il verdion: 17.0.1
() Add/Remove columns . ’ -
| g¢ Applications registry 3 Refresh Application name: Firgfox
L Licensed applications group 1 - Application version: 17.0.1
= Executable files
[ Application vulnerabilities Copyright: Mozilla Corporation
_ [ Suftfware up.dates Triek vl e
L3 Remote installation
: N Category:
g Mobile devices 5 Discovered in network: 10/27/2014 3:44:21 PM
Unassigned computers File name ~
E Repositories & dfsvc.exe First stark in the network: 10/27/2014 3:30:45 PM

5 DISKPERF.EXE
‘T dllhost.exe

& DrvInst.EXE File categories:
= dwm,.exe

3 ehExtHost.exe

'3 EXPLORER.EXE
firefox.exe

= FYEUPDATE.EXE
5 GPSCRIPT EXE
= helper.exe

‘T HelpPane.exe
‘T HH.exe

‘Tinstall.exe _— Ok I Cancel

‘Tinstall.exe

I\-’iew scription on Kaspersky Lab website l

LN BrowsersiWeb Browsers

‘Tinstall.exe VER_DOTPRODUCTYERSION  Microsoft® Silverli
==ty i - @ Add to category
‘Tinstall.exe VER_DOTPRODUCTYERSION  Microsoft® Silverli
‘Tinstall.exe YER_DOTPRODUCTYERSION  Microsoft® Silverli ) Properties
& Kesngtgui.EXE 10,1,249.0 Kaspersky Security () Computers
T KLMAGCHK.EXE 10.1.249.0 Kaspersky Securit: »
< | el | »

[Executable files: 128 28 / 1 5
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Futtathaté allomanyok lekérdezése - Application Advisor =
=
2 Kaspersky Application Advisor - Kaspersky Whitelist - Windows Internet Explorer n
{9/\&9) = [ hitp:jwhitelist kaspersky.comfadvisor #searchis744FreE7z010: O 2] | 49| X | ') kaspersky appiication Advisor. X l! N S G o
Beta ‘='I ©
Kaspersky Application Advisor - aiways the most complete information about your file or program
N
(@)
5744FFF8E72D105C138DAESE17BB29FE Q Or Upload a file to calculate the hash sum... =
What is a hash sum? Upload limited to 5 MB b
Security ®
Q Safe
User confidence ® | Geographic range

of 21 889 359 people

I Other - 49%
B Germany - 15%
I Russian Federation - 14%

W UsA- 11%
@ Vietnam - 6%
M india - 6%
B Trusted Low Restricted High Restricted [l Do not trust
Certificate ® | Number of users ®
Q e Q22 2860 10 211 27 553 -
| Iast 24 hours last week last month
Details —
File
Original file name:  firefox.exe
Vendor: Mozilla Corporation
Application: Firefox
Name: firefox.exe
Type: EXE: Windows executable MD5: 5744FFF8E72D105C138DAE9E17BB29FE

v
Cimns ONE A7 /D cuAA. TIACcCocC2D0RN2CEACoOANANDNARNCSCARCEINALCA0M0 —I 2 8/1 6




newcoh
ICT = g

System Management — Application Categories

L‘ Kaspersky_ Se(yrlly Center

File Action View Help

e rmlclBE
W4 Kaspersky Security Center E ¥ 5 3
& () Administration Server SRYO1KSC10 Sattion stactad » Applications and sinacbiitine hAnpication cat seodes
E' Managed computers
(g Adminstraton Sever tasks Application categories
§ Tasks for specific computers Categorizing applications allows you to enhance applications start
[+

User accounts management. [N Create User Category Wizard | X]

Reports and notifications
|28 & Applications and vulnerabilities «}= Create a category... @ Create User Category Wizard
L_ﬁ ﬁm categories ) Add/Remove columns
] ations registry -
D Licensed applications group 1 L i Category type
=) Executable files
0 Application vulnerabilities
{5 Software updates
CJl Remote installation
&[54 Mobile devices Category with content added manually. Data of executable files are manually
@@ Unassigned computers l‘q added to the category.
® [} Repositories e —-h

|
gRefefence PC

l?’lReferencefolder Category with content added automatically. Executable files of applications copied
=|—-,_L to the specified folder are automatically processed, their metrics are added to the
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wmmmmmmm Such files are
=’ processed automatically and their metrics are added to the category.
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System Management - Patch & Update Management

Minden kliensen, ahol a Network Agent telepitve van
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* Microsoft és Adobe termékek automatizalhatd javitdsa (Patch Management)
* Frissitések 100+ tdmogatott alkalmazashoz

Tamogatott szoftverek teljes listaja: http://support.kaspersky.com/9327#

G ,
I\ = @ Google @Apple

Adobe ava msle

Firefox

o
Apache
vmware OppenOffice"" Dropbox mastatinitn
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System Management - Patch & Update Management §&
wn
CW Properties: Install application updates and fix vulnerabilities -y
©
General
Specify rules for update installation: N
Notification
Schedule Approved updates G
R = Fixes for critical vulnerabilities
Tout:Nistaiion Microsoft updates: critical updates, security updates and definition updates
0S restart
Exclusions from task scope
- N Y Properties_l
I~ Start installation at computer restart or st | Rule for Windows Update
Rule for third-party updates
[~ Install required general system components (prerequisites),
™ Allow installation of new application versions during updates
Helo oK | Cancel | aopy |
A

28/20
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System Management - OS Deployment

OS tomeges telepitése és rendszerkovetelményeik

1. ElStelepitett OS (pl.: OS upgrade)
2. Bare-metal telepités
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1. Elbtelepitett OS kdvetelmények
Kliens oldalon: KES10 Network Agent komponens
Szerver oldalon: KSC10, Windows Automated Installation Kit (WAIK)
2. Bare-metal kovetelmények
Kliens oldalon: -
Szerver oldalon: PXE Boot Server és DHCP Server
KSC10, Windows Automated Installation Kit (WAIK)

Microsoft forrasok:
http://technet.microsoft.com/en-us/library/ee523217(v=ws.10).aspx
http://www.microsoft.com/en-us/download/details.aspx?id=5753

28/22



http://www.microsoft.com/en-us/download/details.aspx?id=5753
http://www.microsoft.com/en-us/download/details.aspx?id=5753
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System Management - Network Access Control

Szabalyok szerinti halézat-hozzaférés korlatozas

Lehetséges forgatokoényvek
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* llletéktelen eszkdz6k haszndlatanak megakadalyozasa
* Felugyelet nélkuli és Uj végpontok kontrollalt haldzati hozzaférése
* Nem megfelel6 végpontok kizarasa a halézatbdl

Korlatozasi lehet6ségek
* Hozzaférés megakadalyozasa
* Korlatozott haldzati hozzaférés biztositasa
* lzoldlt halézat hasznadlata
* Internet hozzaférés tiltasa
* ldeiglenes hozzaférés biztositdsa (Captive Portal)
28/24




newcohkh
ICT &L g

System Management - Network Access Control

Allow access

T

Kaspersky Administration Server
* Health Validation Server

* Policy Server

 Remediation Portal
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-

Block access o @ Network Agent + Network Monitor Driver
/), * NAC Enforcer
R

e Captive Portal
7’
@ Computer

28/25
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System Management - Licenccsomagok

* Kaspersky System Management
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* Kaspersky Endpoint Security for Business ADVANCED

* Kaspersky TOTAL Security for Business

@+++ﬁ+ Ij ++=l+

Kozpontositott Kartekony Levelezes, internet

felliigyelet programok elleni Fajlkiszolgalok  Vegpontfeliigyelet = Mobilbiztonsag Titkositas  Rendszerfeliigyelet és egylittmiikodési
védelem és tiizfal védelme és MDM védelem

28/26
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System Management — Osszegzés

Nem csodafegyver, nem oldddik meg minden problémank egy csapasra,
de hatékony lizemeltetési eszk6zkészlettel dolgozhatunk!
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* Egy kozpontositott fellileten minden funkcio elérhetd

* Egyszerii telepités és kezelhetdség
* ElGre definialt eszkdzkészletek
* Automatizdlt Gzemeltetési folyamatok

 Vallalati biztonsag fokozasa
* 3rd Party Patch Management
* Teljes atlathatosag és kontrol

28/27




K6szonom a figyelmet!

Greff Zsolt T B ELH ;'E

+36-30-465-0815 ‘»‘ ICT security services

zsgreff@newcotrading.hu

www.newcotrading.hu | mail@newcotrading.hu




